Appendix B: COOP Employee Outreach Brochure


















Phase 1: Initiating the COOP Process


Phase 2: Doing Risk Analysis/Capabilities Survey





Where do we begin?


	The COOP process starts with the agency leadership’s serious consideration, then support, of the idea. Harsh realities in our world today drive this decision. Natural and man-made emergencies could shut our transportation agency down. They could make our facilities and personnel and equipment unavailable, or not functional. This is the reason that our leadership is looking for a cooperative effort that includes participation from all areas of our operation.


	We begin the process by looking at the emergencies we might face. At the same time, we look at our abilities. Looking at our abilities and judging the risk will allow us to go on to the next steps.


	We will look at our past history, as well as checking what similar agencies have experienced. What types of threats do we face? Floods, fires, severe weather, computer virus attacks, sabotage? 


What are the likely results of those kinds of events? Power outages? Computer failures? Radio or telephone systems failures? Personnel who can’t reach key facilities? Vehicles out of service?


We learn by studying our current abilities and resources, in light of new and changing threats.


Please speak up if you have an interest in being part of the COOP team, or helping in any way. We will need to work together to form our planning team, and then to develop, implement, practice, evaluate and improve our plan.





Part Two will cover deciding on critical services and creating the plan.


-----


Part Three will cover creating procedures to follow to support the plan and training all employees.


-----


Part Four will focus on testing the plan through drills and exercises, constantly updating and making the plan better.


----------


For more information, contact:


XXXXX XXXXXXXXX


Continuity Operations Planner





Office Information


Telephone or email


Etc.





Continuity of Operations (COOP) planning is this agency’s approach to being prepared for emergencies. We pledge to be ready to change our way of operating when normal functions are not possible.





COOP is different from ordinary emergency plans. It goes a step further to ensure that we can deliver our most critical services even when personnel, equipment and resources are missing or not working.





COOP means, if needed, we might do fewer things. It means we might do things at a new location. It means we might do things with different personnel.
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Part One covered beginning COOP planning and deciding on the risks our agency faces today.


-----


Part Three will cover creating procedures to follow to support the plan and training all employees.


-----


Part Four will focus on testing the plan through drills and exercises, constantly updating and making the plan better.


----------


For more information, contact:


XXXXX XXXXXXXXX


Continuity Operations Planner





Office Information


Telephone or email


Etc.





Phase 3: Identifying Essential Functions


Phase 4: COOP Plan Development, Review, Approval





Put first things first!


	The COOP process requires us to look at all of the services we perform – for customers, for other agencies, and for one another. In Phase 2, we look at possible risks and our abilities. In Phase 3, we identify the things we do and decide which will be critical in an emergency.


This is a hard part of the process. Not every service we provide will be needed in certain emergencies. Other services we provide will be most useful to our communities only in an emergency. The “essential functions” stage means we look at what we can do, should do, and can be prepared to do. Those functions depend on the specific emergency. Each emergency affects our responsibilities and abilities differently. 


The essential functions become the core of our plan. What we do from here on will support those essential functions. It is not just about getting people and goods where they need to go. It is not just about keeping the system safe. We will also consider how specific people, equipment and resources might be used to make others safer.


	We will identify work sites and plans that may have to change in an emergency. We will look at who will do what, and when those things will be done.


	Our plan will help us to continue to support critical service needs. Our planned actions will be designed to meet specific emergency needs. What we get in the end is a real plan for keeping our people safe, our agency still working and our recovery safe and effective as we resume normal operations. 











Phase 5: Development of Supporting Procedures


Phase 6: Training Personnel


Who’s here to help?


The COOP process is step by step. We have already talked about risks and our abilities to perform our essential functions. We have also made those the basis for our plan. Having a plan gets us halfway to where we need to be.


Phase 5 is when we develop the procedures we will use to make sure our plan works. An example would be: We decided that we have to have a maintenance facility open soon after our current one becomes non-operational. This is where we create the procedures that will give us a working alternate maintenance facility. What needs to be done? When does it need to be done? Who will be doing that work? Where will that work take place?


In Phase 5, we create, write down, and review the procedures we need to make the plan work.


We will talk about how we protect vital information and property. We will also talk about who is responsible for what, and when they will be given the authority to make decisions. We will create plans to provide backup support, called succession plans.


This phase means participation in the planning becomes even more important. This takes us from the “what is needed” phase to the “how we do it” phase. Everyone can contribute.


In Phase 6, we will check the knowledge, skills and abilities of all personnel. Training will be done so we are sure we are ready for emergencies. We will train on procedures for emergencies that occur with warning, and without warning.


Training for COOP activation means getting ready to handle duties that we are not used to. Training is a key to being ready. Remember, the goal is keeping everyone safe, our agency still working and our recovery safe and effective as we get back to normal operations after an emergency.
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Part One covered beginning COOP planning and deciding on the risks our agency faces today.


-----


Part Two covered deciding on critical services and creating the plan.


-----


Part Four will focus on testing the plan through drills and exercises, constantly updating and making the plan better.


----------


For more information, contact:


XXXXX XXXXXXXXX


Continuity Operations Planner





Office Information


Telephone or email


Etc.





Part One covered beginning COOP planning and deciding on the risks our agency faces today.


-----


Part Two covered deciding on critical services and creating the plan.


-----


Part Three covered creating procedures to follow to support the plan and training all employees.


-----


For more information, contact:


XXXXX XXXXXXXXX


Continuity Operations Planner





Office Information


Telephone or email


Etc.





Phase 7:  Testing the Plan


Phase 8: Keeping the Plan Up-To-Date





How ready are we?


	Our review of the COOP process started with checking on risks and our abilities. We have talked about identifying critical services, and about creating a plan. We have talked about procedures that support the plan. And we have talked about training people to prepare them for the situation they might face.


One question remains: how ready are we? The only way we can know how well we are doing is by checking ourselves. We must test our equipment and exercise our abilities to see if we can do what we said we could do.  We must also have drills to make sure that every individual, in all areas, is sure of personal capabilities, and personal responsibilities in the event of an emergency.


The drills and exercises will show us how prepared we are, and how complete our plan is. It will show us our strong points. It will show us areas where we need to improve.


We will be doing drills and talking out the plans we have made. Without the stress of a “real” emergency, we will create realistic situations. We will go through processes when we test our equipment and exercise our personnel. 


For example, we might sit down in a roundtable talk. We can discuss different situations and how they would affect us. Then, we would check our reactions and our abilities to move safely and quickly into COOP mode. We might also go a step further and do functional exercises, working with other agencies and emergency services providers. Field exercises also might be included.


Each drill will be done. Each drill will be evaluated. That will help us with improvement plans and help us change the plan. All of this keeps our plan up-to-date, and flexible to change, realizing that we are only as good as our next opportunity to show it.
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